The primary objective of this paper is to help institutions respond to the stipulation of the Higher Education Opportunity Act of 2008 by adopting cost-effective academic integrity solutions without compromising the convenience and flexibility of online learning. Current user authentication solutions such as user ID and password, security questions, voice recognition, or fingerprint identification are not infallible and may violate students' rights to privacy or cause undue interruptions to their efforts in performing assessment tasks. Existing authentication solutions are evaluated for their cost effectiveness in preventing fraud and cheating while ensuring learner identity and honesty. Emerging technologies in the form of biometrics, surveillance systems and predictive analytics are also examined to provide insights into the future of e-authentication for ensuring the academic integrity of online learning.
Introduction
The number of students taking at least one online course has been growing at a rate faster than that of the overall higher education student body since 2003, reaching over seven million in 2013 (Allen & Seaman, 2015) . Students enjoy the flexibility to learn anywhere, anytime, and anyplace at their own convenience and preference. On the other hand, online education gives higher education institutions a means to increase student access with the potential to reduce costs and increase productivity. Despite the growing popularity and acceptance of online education, there is concern about its rigor and quality. A 2013 Gallup poll survey found that 49% of Americans believed that employers did not perceive an online degree as positively as a traditional one. In addition, 45% of Americans thought online education provided less rigorous testing and grading that could be trusted than the traditional classroom-based counterpart (Saad, Busteed, & Ogisi, 2013) . To determine if our students' perception of academic integrity corresponded, we administered a survey to juniors and seniors in an online undergraduate course in Operations Management (n=167). We found that while nearly all students indicated they have not had someone else take an exam for them, over 45% regarded cheating in an online class as easy and 30% would cheat if given an opportunity.
There, we felt a need to address the lack of trust in online education, and an examination of its academic integrity solutions was in order. A review of current and emerging approaches to online learning integrity will be presented in this paper. The effectiveness of these approaches will then be assessed to provide insights into best practices and future solutions that may ensure the academic integrity of online learning. Here we use the term approach to denote a broad category or strategy. A specific implementation of an approach is called a solution or practice.
Background
Academic integrity is defined as a commitment to six core values, namely, honesty, trust, fairness, respect, responsibility, and courage, in all aspects of scholarly practices, even in the face of adversity (Fishman, 2012) . The six core values serve to guide behavior that is congruent with the values. An investigation of the extent of academic integrity is being practiced in online education should therefore involve an examination of the values and behaviors of the institution, faculty, and students against a set standard. However, the broad nature of such investigation is beyond the scope of this paper. Thus, we narrow our focus to the institution level and adopt the Higher Education Opportunity Act of 2008 as the minimum standard against which approaches to online learning integrity are assessed.
The Higher Education Opportunity Act (2008) states that "Institutions that offer distance education must have processes through which the institution establishes that the student who registers in a distance education or correspondence education course or program is the same student who participates in and completes the program and receives academic credit." While the Act does not reflect all six core values of academic integrity, it asks institutions to provide assurance that a process is in place to authenticate learners in a virtual environment to ensure a registered student is the one who is actually doing the course work. This implies that institutions need to have a way to (1) create and maintain a virtual learning environment that only registered learners can access; (2) monitor and track registered learners' learning activities; (3) detect and deter academic integrity misconduct in general, and impersonation, in particular. Simply put, institutions are to put in place effective learner authentication solutions to prevent fraud and cheating while ensuring learner identity and honesty.
Literature Review
We conducted a literature review with the goal of identifying relevant research articles on online learning integrity solutions. Keywords including "online education," "online learning," "cheating," "academic dishonesty," "academic integrity," "authentication," "Higher Education Opportunity Act," "technology," and "technological solution" were used to search the Google Scholar, Academic Search Complete, Web of Science, and ERIC databases. Articles that were not from academic peer-reviewed outlets (e.g., periodicals, blogs) were excluded, resulting in twenty key articles. Relevant articles cited by the key articles are included to give a final set of 34 papers that form the basis of our discussion on current and future solutions for online learning integrity.
Existing online learning integrity approaches can be divided broadly into two types: prevention and enforcement. Prevention approaches are proactive strategies that stop misconduct from happening in the first place. Jones (2009) advocates the use of an honor code and authenticity statement to ensure students understand and commit to institutional values of character and integrity. The honor code provides a clear definition of academic integrity and the consequences of non-compliance, whereas an authenticity statement is a signed declaration from students acknowledging that the work is genuinely their own. In an online environment, students can be reminded of the honor code periodically and/or required to submit an authenticity statement when submitting the course work. Mcallister and Watkins (2012) suggest seven ways that an online course can be redesigned to develop students' self-regulation skills to refrain from engaging in academic misconduct. Their seven course design recommendations are: (1) use extensive calendaring to promote task planning and time management; (2) monitor ongoing stream of work instead of exams; (3) randomize exam questions to individualize an exam for each student; (4) discuss academic integrity to create awareness and commitment; (5) allow asynchronous learning to decouple student progress; (6) track student submissions to identify potential inconsistencies; (7) provide prompt feedback to facilitate a student's assessment of progress.
These prevention approaches are supported by the cognitive development theory which posits that the knowledge of academic integrity will compel an individual to act accordingly (Kohlberg, 1984) . These approaches are also in line with the view of Chickering and Reese (1993) that integrity is one of the seven developmental tasks for optimal student growth and success. For the prevention approaches to be effective, an institutional culture of academic integrity needs to be developed. It requires an institution to (1) articulate clearly what constitutes academic integrity; (2) gain faculty commitment to honor and enforce integrity practices; (3) develop students' integrity and self-regulation skills; (4) develop an academic integrity system to measure, monitor, and track academic integrity development.
Enforcement approaches, on the other hand, are defensive strategies that detect academic misconduct. Software such as TurnItIn can be used to detect plagiarism for written assignments and class discussion (Heckler, 2013; Moten et al., 2013) . Browser lock-down software such as Respondus can be used to control a testing environment that prevents students from printing, copying, screen-sharing, screen-capturing, going to another website, or accessing other applications while taking a test (Sewell et al., 2010) . In addition, authentication solutions can be used to confirm the identity, authenticity, and presence of a student engaging in online learning activities. Authentication solutions range from the basic user ID and password to biometric schemes to video monitoring.
The first line of defense in user authentication is to allow only registered users to access the online learning systems. This is usually done by confirming the identity of the user based on the user's knowledge of unique facts about himself or herself. A user ID and password scheme is the most commonly used knowledge-based authentication solution. Other knowledge-based authentication solutions include challenging or security questions (Ullah et al., 2012; McNabb, 2010) .
While knowledge-based authentication solutions are simple and easy to use, they cannot prevent collusion and impersonation. A strong authentication solution uses the user's biometrics (who the user is or what the user does distinctively) such as fingerprint, face, iris, voice, signature, and keystroke to confirm both the identity and authenticity of the user (i.e., it is really you?) (Rabuzin et al., 2006) . However, biometric-based authentication solutions require the use of special devices to read and match a user's characteristics. There are also concerns about data security and privacy issues in dealing with sensitive data on users. In addition, user characteristics such as face, signature, and keystroke require complex technology and training overhead.
Biometric-based authentication solutions can only prevent impersonation at initial login. To ensure that the user stays put after the initial login, a next level of solution called continuous or presence authentication is needed. Presence authentication solutions are of particular relevance in authenticating users taking online examinations. Video monitoring and/or recording via webcam is a commonly used presence authentication solution (Apampa et al., 2010) . Once again, additional devices for video recording and sophisticated software for analyzing video footage are needed. In addition, institutions need to have data security and privacy control measures in place to safeguard sensitive user-specific data from being stolen or lost.
Another presence authentication solution is proctoring. Both face-to-face and virtual proctoring can be viable solutions to authenticating users taking high stakes examinations. Faceto-face proctoring requires students to physically go to a testing center to take a test at a specific time (Larson & Sung, 2009; Shapley, 2000) . Virtual proctoring usually is arranged with a third-party provider such as ProctorU (www.proctoru.com), RemoteProctor (www.remoteproctor.com), and SmarterProctoring (www.smarterprocoring.com) (Dunn et al., 2010) . Depending on the level of authentication solutions needed, it costs from less than $10 to over $100 for each proctored examination. For example, RemoteProctor charges an annual fee of $30 and an equipment fee of $125 to use fingerprints for student identification, and video surveillance and recording systems for continuous authentication (Rodchua et al., 2011) .
Assessment of existing approaches
In tables 1 and 2 we evaluate the online learning integrity approaches for their cost effectiveness with respect to the stipulation of the Higher Education Opportunity Act. Costs from the perspective of the institution, faculty, and students are considered. They include loss of flexibility, inconvenience, privacy concerns, security concerns, third-party involvement, extra technological requirements, extra costs, and extra effort. Effectiveness is measured as the extent to which user authentication can be confirmed. A summary of the assessment of prevention approaches and enforcement approaches are provided in the appendices (see below).
For prevention approaches, such as honor code, authentication statement, and course redesign, the extra effort put in is worthy of the benefits gained if a culture of academic integrity is developed at the institution, faculty, and student levels. However, culture is difficult if not impossible to measure objectively. As such, prevention approaches alone may not be able to satisfy the stipulation of the Higher Education Opportunity Act as the honor code or authentication statement are not solid evidence of user authentication.
For enforcement approaches, knowledge-based and biometric authentication solutions require minimal effort and extra technologies to confirm user identity and authentication at log in. However, they are not able to prevent impersonation and collusion. In order to provide a satisfactory assurance that the registered user is the one completing the coursework, a more expensive presence authentication solution will need to be adopted.
Emerging online integrity solutions
As biometric technologies become more accurate and less costly, an authentication solution based on a unique aspect of who the user is and/or what the user does surely will replace the simplistic username and password scheme as a stronger proof of user identity, authenticity, and presence. Among the different biometric-based authentication solutions, fingerprinting is the most mature and proven technology for such purpose (Yang et al., 2011; Ratha et al., 2001) . Indeed, fingerprint biometrics has already been incorporated in Apple's iPhone 5 for user identification and authentication. It is only a matter of time before a computer's input device will have a built-in fingerprint reader. As learners use such devices to interact with the virtual learning environment, their fingerprint biometrics can be examined in a continuous fashion to perform presence authentication in a non-intrusive manner.
A unimodal biometric-based authentication solution is not without its vulnerabilities and limitations. Collusion cannot be prevented if a biometrically authenticated user has someone's help in taking an exam. In addition, fingerprint biometrics will not be administrable for a student lacking this feature because of physical impairment. A multi-modal scheme for user authentication that involves surveillance technologies is therefore necessary. A bimodal scheme such as video monitoring can be used in conjunction with biometric authentication to prevent collusion. Such a scheme is less intrusive and more effective than having to re-authenticate the user when suspicious behavior is detected. A tri-modal scheme such as browser tracking and/or lock-down can also be added to video monitoring and biometric authentication to further assure that the student does not have access to unauthorized resources while taking a test. Biometric authentication adaptations or special accommodations can be made for students with disabilities. In any case, further advancement in biometric and surveillance technologies will provide institutions with more cost-effective options for online learning integrity assurance.
Predicative analytics is another area of technological advancement that holds promise in the development of next generation online integrity solutions. As students interact with the virtual learning environment, a wide variety of data such as their physical location, devices used, access patterns, learning progress, performance, etc. can be collected. These data can be mined for integrity promotion purposes. For example, student-course interaction data can produce useful information about a student's level of engagement with the course, and generate low performance and/or procrastination warnings to steer at-risk students onto a path of success. These data can also be mined for integrity enforcement purposes. Unusual or suspicious activities (e.g., students who did not do their coursework and yet have a perfect score on an exam) can be identified from the data collected so that attention can be dedicated to investigate situations of significant integrity concerns. Predictive analytics, with its ability to extract information from data to predict trends and patterns of behavior, will be well suited in this regard.
Conclusion
We conducted a review of current approaches to online learning integrity. Existing approaches are assessed in accordance with the Higher Education Opportunity Act. Emerging technological solutions based on biometrics, surveillance, and predictive analytics are discussed. Although our review is far from exhaustive, it does provide a comprehensive overview of the cost effectiveness of different online learning integrity solutions. Institutions seeking conformance to the Higher Education Opportunity Act are urged to put in place a user authentication solution that can verify a learner's identity, authenticity, and presence. With the rapid pace of technological advancement, educational institutions will be able to implement costeffective academic integrity solutions that are powered by sophisticated but affordable authentication hardware and software. An integrity solution that incorporates both prevention and enforcement approaches to adequately address the issues of academic integrity beyond user authentication will become a reality in the foreseeable future. Annoyed with frequent reminder of the code. (Vandehey et al., 2007) Extra work in reminding students about the code. (Chiesl, 2007) Extra work in enforcing the code consistently. (Caldwell, 2009; Baron and Crooks, 2005) A weak evidence of students' commitment to honor the code. No preventing of impersonation. (LoSchiavo & Shatz, 2011; Hart & Morgan, 2009; Kitahara and Westfall, 2007) 
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Authenticity statement
Annoyed with frequent signing of statements. (Vandehey et al., 2007) Extra work in preparing and collecting the statement. (Caldwell, 2009) Extra work in enforcing the statement consistently. (Caldwell, 2009) A weak evidence of students' honesty.
No preventing of impersonation. (Hart & Morgan, 2009; Mastin et al., 2009 ) Course re-design None (Caldwell, 2009; Chiesl, 2007) Extra work in redesigning and delivering the course. (Hart & Morgan, 2009; McNabb and Olmstead, 2009) Extra work in enforcing the solution consistently. (Caldwell, 2009) A weak assurance of integrity. No preventing of impersonation. (Hart & Morgan, 2009; Rowe, 2004) User id and password Annoyed with frequent updates of a strong password. (Farcasin and Chan-tin, 2015) None (Shay et al., 2010; Inglesant and Sasse, 2010) Extra work to securely store, match, and update a user's id and password. (Shay et al., 2010; Inglesant and Sasse, 2010) A strong evidence of user identity confirmation. None (Bedford et al., 2011) Extra work to securely store and match a user's biometrics. Extra work to process a random re-authentication. (Moini and Madni, 2009) Prevention of impersonation. No prevention of collusion. (Apampa et al., 2010; Moini & Madni, 2009) Video monitoring Extra device to record video. Privacy concerns. (Rodchua et al., 2011; Bedford et al., 2009; Hart & Morgan, 2009) Extra work to analyze video footage. (Apampa et al., 2010; Bedford et al., 2009) Extra work and costs to securely store and retrieve a user's video footage. (Bedford et al., 2011) Prevention of impersonation. Prevention of collusion. (Bedford et al., 2011) Face-to-face proctoring Extra effort to be physically present at an agreed time and place. Extra cost for taking proctored exams. (McNabb, 2010; Bailie & Jortberg, 2009; Hart & Morgan, 2009) Extra work to arrange for proctoring. (Bailie & Jortberg, 2009) Extra work and cost to provide a testing center or endorse a trustworthy third party provider. (Bailie & Jortberg, 2009) Prevention of impersonation and collusion only if the proctor is trustworthy. (Kirkpatrick, 2015) Virtual proctoring Extra cost for taking proctored exams. Extra cost for proctoring equipment. Privacy concerns. (Kirkpatrick, 2015; Rodchua et al., 2011) Extra work to arrange for proctoring. (Kirkpatrick, 2015) Extra work and cost to provide a proctoring center or endorse a trustworthy third party provider. (Kirkpatrick, 2015) Prevention of impersonation and collusion only if the provider is trustworthy. (Kirkpatrick, 2015; Bedford et al., 2011) 
